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Agenda Timing

e {40 minutes} Safety Standards Explanation

e {15 minutes} GuardLink and Guardmaster 440R Safety Diagnostics
e {05 minutes} Live Demonstration - GuardLink

e {15 minutes} Break/Q&A

e {20 minutes} CIP Safety and Integrated Safety Explanation

e {10 minutes} Safety Controllers Overview

e {10 minutes} GuardLogix Software (Studio 5000)

e {10 minutes} Live Demonstration- GuardLogix Software (Studio 5000)
e {15 minutes} Break/Q&A

e {20 minutes} CIP Safety MAB and Light Curtains and Area Scanner
e {10 minutes} Live Demonstration - Area Scanner

e {15 minutes} Drive Safety and CIP encoder

e {15 minutes} Safety IO platforms

e {15 minutes} Live Demonstration - Integrated Safety Machine
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Some Standards to know & love ...
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Machine Safety Standards
e.g., “Conveyors” or “Robots” or “Mechanical Press”, etc./ Machine-Speciﬁc\

Standards in “Types” E‘
/N
/S CN

B11.x Standards
“Generic” approaches, reduction techniques / B
Engineering practices, devices & integration B11.19, B11.20, B11.21, B11.20, B11.26,

/ B11 Series of Technical Reports

/ A

/ B11.0
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Some Relevant Standards for Context E

e ANSI B11.0-2020: Safety Of Machinery (note — harmonized with I1SO 12100)
e ANSI B11.26, Machines Functional Safety For Equipment: General Principles For The Design Of Safety Control Systems Using 1SO13849-1

e ANSI B11.19-2019: Performance Requirements forRisk Reduction Measures: Safeguarding and other Means of Reducing Risk
e NFPA79 (aligns with ISO 60204-1) —Electrical / Controls Design requirements
e NFPA70/ National Electrical Code
e ANSI/RIA R15.06-2012: Industrial Robots and Systems — Safety Requirements
e |SO 10218 (Parts -1 and -2) Robot Safety Standards (now harmonized as ANSI RIA15.06)
e RIA TR R15.306 Robots / Risk Assessment Technical Report
e [SO 13849 (Parts-1and-2) SafetyRelated Parts of Control Systems (SRP/CS)
e Notealso— IEC 62061, most pertinentto electronics & software-based devices/systems (Safety Integrity Levels)
e New & evolving applications & approaches:
— RIA TR R15.606-2016 Collaborative Robot Safety (“TR 606”), or ISO/TS 15066:2016
— ANSI/RIA R15.08, Industrial Mobile Robot Safety, addressing robots with mobile bases (under development)

-Th Rockwell
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Example “Functional Safety” Control System
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Example “Functional Safety” Control System




Example “Functional Safety” Control System
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“\& e Electronics stuff = time & temperature failures
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Machine Safety Lifecycle E

1. Assessment

5. Operate, Maintain
& Improve

4. Installation
& Validation

2. Functional
Requirements

3. Selection, Design & Verification

Rockwell
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Machine Safety Lifecycle E

e Operate. Maintai : 1. Assessment
ANS| B1126 5 Operate, Maintain |
ANSI B11.19 Sinpne @ ANSI B11.0
| (ANSIISO 12100

NFPA 79
LOTO >

ANSI B11.0

ANSI B11.26

ISO13849-1

ANSI B11.19

NFPA 79

%

ANSIB11.0 4 |[nstallation B
ANSIB11.26 & Validation

ISO13849-2

2. Functional

Requirements
ANSI B11.19 ’ ANSI B11.0
NFPA 79 3. Selection, Design & Verification ANSI B11.26
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Are risk assessments required?

IEC 610508-1 — Functional safety of electrical/electronic/programmable electronic safety-related
systems

For hardware safety integrity it is necessary to apply quantified reliability estimation techniques in
order to assess whether the target safety integrity, as determined by the risk assessment, has been
achieved, taking into account random hardware failures (see IEC 61508-2, 7.4.5).

RIA 15.06 — Industrial Robots and Robot System Requirements NEPA 79 — Electrical Standard for Industrial Machinery
“AtRlskl,,’Assessment shall be performed and is no longer e risks associated with the hazards identified by the risk
optiona

ssment shall be reduced such that the safety

. . \@rformance determined by the risk assessmentis met”
“Selection of a category 0 or category 1 stop (in accordani

IEC60204-1) function shall be determined from the ris
IEC 62061 Safety of Machinery (SIL)

assessment”
“5.2.4.1 The safety integrity requirements for each SRCF shall be
derived from the risk assessment to confirm the necessary risk

ISO 13849 — Safety of Machinery (PL)

“From the risk assessment (see ISO 12100) at the machine, the
designer shall decide the contribution to the reduction of risk which
needs to be provided by each relevant safety function which is
carried out by the SRP/CS(s).”

reduction can be achieved. In this standard, a safety integrity
requirement is expressed as a target failure value for the probability
of dangerous failure per hour of each SRCF.”

ANSI B11.19 — Performance Requirements for Safequarding
“Selection of the safeguarding requires task and hazard
identification, and the application of documented risk assessment
and risk reduction of the total production system.”

L 4
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Machine Risk Assessment:Document it ...“write it down” E‘
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ANSI B11.0 Safety System Development (Assessment)

Table 3 — The Hazard Control Hierarchy
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ANSI B1 '
1.0 Risk Reduction Hierarch
y

Classi . .
lassification R'S;;R"*'dul:tinn
easures Ex
am
‘ glimin~+- ° ples Influenrsa ~- =~
lnformatlve Note . Not all potentia! ri ductron measures ar re feasible- Many factors determi
reduction asure IS feasible It is necess to evaluaté e the apphcatlon of the risK reduction me
he foHowmgf actors
ulato ryobhg ations @ and | introduction of new hazards.
effecuvene ss and mac chine performance
. usability an p oductivity:
B = durability, M intainability and ability to clean
. ergonomlc fm act;
. economic @ and techno!og:cal feasibility
<~ aul et = W P L L
Controls FUn:tTc’)r:.’sog:.? : ;t:;b"k devices . ' substitution is aul:-::rlin:g-:ll.md
Devices . f:fetzn:;tsse?r:a? :;V ices (light curtains g:gztaebsntiti;n o ,f‘ on the
o-hand cc nners, etc. ' occ B
z'ternativec?nn;:::ggg‘: two-hand t)n'p Seiiins fe_venL:;r A ngz?fdous
Rockwell azardous energy o lockout to control . :r'l'_’cf-'mstanCe) ain
Selcler::ta): gfa':'l y impact on
arm

Automation




(Preview of Step 3...) ANSI B11.0:2020 E

6.5.1.3 Engineering controls

Where feasible, engineering controls (guards, control functions and devices) shall be provided to reduce risk.
See ANSI B11.19 and/or the machine-specific standard (or other relevant safety standards) for details on
engineering controls.

Informative Note 1: Where hazards cannot be eliminated, guards and devices and administrative controls are
usually used together to reduce risk to an acceptable level.

\
3.

Rockwell
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6.4 Assess initial risk

The risks associated with each hazard shall be assessed using the following steps:
1) Select a risk scoring system (6.4.1),
2) Assess risk using the risk factors of the risk scoring system (6.4.2);
3) Derive arisk level (6.4.3).

Risk Assessment “Scoring Systems” — Elements of Risk E‘

Continuous exposure?
Once an hour?
Once a month?

Risk isa | Severity of harm Probability of

refated to the | function | that can result from the and occurrence

m:asgg:dmd of considered hazard of that harm
Bruise? Easy to avoid?
Cut? Slow moving machine?
Break? Not possible to avoid?
Loss of limb? Can'’t see see it coming

-7y Rockwell From ANSI B11.0
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Risk Scoring Systems

All include the Table 2 — Example Risk Scoring System
Probability of

elements of: Occumence of Ham

Very Likely
Likely
Unlikely
Remote

= Severity
= Probability

Sample 2: RISK SCORE = FREQUENCY * LIKELIHOOD * SEVERITY

Probability is often sconno EGED

FACTOR SCORE REPRESENTS
Frquency: 1 HAZAME GOCUFS b24S thaf e per monih
represented byt Herw often the activity presenting the hazand ocours (how often s the emgioyes H HAZard oorurs kess han ONCe per week
° = ' 3 Hazand GoCurs less than once per day
4 HAZand GOCUrsS mone than once &
*  Frequency of Exposure S| TS R
H H thili Likelihood: 1 Viry unlikely
= LIkElIhOOd or POSSlblllty Of How likety is it thal the potential impact of ihe hazard will achually happen? (as i 3 Unikey
. happened before andior could & happen7) 3 5
Avoidance oaeie
4 Probabie
E WEry likety
Severity: 1 First asd
Whiat is the most severe injury of liness that could reasonably occur from the 3 Wedical anty
?
mpadt 3 Lost time, full recovery
4 Lost time, permanent impairment, of mutipde lost tme
5 | Dealh o permanent disability
-7\ Rockwell

Aulomaltion From ANS| B11.0



Risk Estimation / Scoring Systems & Models E‘

HRN — “Hazard Rating Number” e -

12 Parsons
3 -7 Persons 200 Bescunithiy 1.00
B -15 Persons 4,00 Weakly 1.50
. . - ns ! by A
= The likelihood of occurrence (LO) oy tas 50 o0 oy s
Constant 5.00
= The frequency of exposure (FE)
. Probability Factor
* The degree of possible harm (OPH) Littaflow possibity, under extrame crcumstances 0.3
2 Highty improtuble, but il likih 1.00
= The number of persons at risk (NP) mprobable, but st possible 150
Posmble, but unusual 2.00
Although improbable, it may ooour 5.00
Profuhle ; Nobt Sarprising B.00
Frobwhle , Can be expected 10,00
Certaan , Ho doubl 1500
LO FE DPH NP=H.R.N. Max. Loss Factor
0.1 X 0.1 X 4 X 1=0.04 Sk, iw o
Degrea nf risk: = Naghgible Minor bone fracture or minor temporary ilness 2.00
Major bone frocture of major lemporary ilness 4.00
Loss of & limb, eye or hearing, pesmanent 600
LD FE DPH NP=H.R.N Leoris of oy [imBs, ryees OF Pining, parmbnent 10.00
T Fazaliy 15.00
2X5X4X 1=40
Dagree of risk: = Significant I = .
Negligible o ]
Low bet relevant 5 50
High 50 500

Uinacoeptabla S00 10000000000

-Th Rockwell
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Risk Scoring System (using RIA TR R15.306-2016) E‘

Severity of Injury ] Exposure to the Hazard | Avoidance of the Hazard | Risk Level
EQ - Prevented
_ NEGLIGIBLE
A1 - Likaly
51 - Minor E1 - Low
AZIAZ = Not likely/
Mot possible
EZ2 - High
: Low
E0 - Prevented
E1 - Low
52 - Moderate MEDIUM
A1 - Likely
E2 - High

A2IA3 - Not likely/
Mot possible

EQ - Prevented

E1 - Low

S3 - Serious

A1/AZ - Likely/MNot likely

E2 - High

A3 - Not possible

-Th Rockwell
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What Is “Functional Safety?”

Formal Definition: “part of the overall safety relating to the
EUC and EUC control system that depends on the correct
functioning of E/E/PE safety related systems and other risk
reduction measures”

(IEC 61508-4 2010)

Practical Definition: Use of an automation system to
guarantee safety of people

-Th Rockwell
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Risk Estimation (using RIA TR R15.306-2016) EE‘

Criteria (Examples) - choose most likely

Read criteria from the top for each factor

Normally non-reversible; likely will not return to the same job after
recovery from incident:

— fatality

= limb amputation

= long term disability

—  chronic illness
If any of the above are applicable, the rating is SERIOUS
Mormally reversible; likely will return to the same job after recovery from
incident:

- broken bones
Injury - severe laceration
Severity M“iﬂgam - short hospitalization

—  short term disability
= lost time {multi-day)
fingertip amputation (not thumb)

If any of the above are applicable, the rating is MODERATE
First aid; no recovery required before returning to job:

= bruising
Minor - small cuts

51 - no loss time (multi-day)

- does not require attention by a medical doctor

If any of the above are applicable, the rating is MINOR

Serious
53

Rockwell
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Risk Estimation (using RIA TR R15.306-2016) EE‘

Factor

Exposure1

Criteria (Examples) - choose most likely

Rating Read criteria from the top for each factor
- Exposure to hazard(s) is eliminated/ controlied/ limited by inherently
safe design measures.
- Use of guards prevents exposure or access to the hazard(s)
Preventsd (see Part 2, 5.10). If an interlocked guard is selected, the following
EO bullet must also be met
- If functional safety is used as a risk reduction measure, the
implemented functional safety performance (PL) meets or exceeds the
required functional safety performance (PL,). See Part 2, 5.2
If any of the above are applicable, the rating is PREVENTED
—  Typically more than once per day or shift
High - F(equent or m_ultlple short dura_tnon _ ‘
E2 - Situations which could lead to increases in the duration of a task, not
to include teaching tasks
If any of the above are applicable, the rating is HIGH
Lot - Typically less than or once per day or shift
E1 - Occasional short durations

If either of the above are applicable, the rating is LOW

-Th Rockwell
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Risk Estimation (using RIA TR R15.306-2016) E‘

Criteria {Examplu} - choose most likely
Read criteria from the top for each factor

— Insufficient clearance to move out of the way and safety-rated
reduced speed control is not used

Not possible — The robot system or cell layout causes the operator to be trapped,

A3 with the escape route toward the hazard _
- Safeguarding is not expected to offer protection from the process

hazard (e.g. explosion or eruption hazard)

If any of the above are applicable, the rating is NOT POSSIBLE

- insufficient clearance to move out of the way and safety-rated
reduced speed control is used

— obstructed path to move to safe area

- hazard is moving faster than reduced speed (250 mm/sec)

— inadequate warning/reaction time
the hazard is imperceptible

f any of the above are applicable, the rating is NOT LIKELY

sufficient clearance to move out of the way

— hazard is incapable of moving greater than reduced speed

Likely (250 mm/sec).

A1 — adequate warning/reaction time
positioned in a safe location away from the hazard
If any of the above are applicable, the ratlng is LIKELY

Factor Rating

Avoidance Not likely
A2

Rockwell
Aulomaltion




Step 1 Wrap-up: Risk assessment & Circuit Performance E

= Determine the level of safety required

Choose appropriate circuit

Risk Assessment Process Performance Level
(ANSI B11.0 & 1ISO12100) ISO 13849-1 Annex A

Machine Characteristics/Limits

Low

—){ Hazard Identification l

Risk Estimation

Risk
Tolerable

Risk Reduction S =Severity
F =Frequency or Duration of Exposure
P = Avoidance Probability

-Th Rockwell
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IF we use a circuit - Circuit Performance E‘

Severity of Injury | Exposure to the Hazard | Avoidance of the Hazard Risk Level
EO - Prevented
. maueme| TR R15.306:
3% - Minos - LW Comment: Ple “not typically applicable to robot system”
A2/A3 - Not likely/
Not possible
E2 - High
< Low
EQ - Prevented
E1 - Low
S2 - Moderate MEDIUM
E2 - High S Risk Level PL, ggt“:t:r"
A2/A3 - Not likely/ m gory
Not possible (see 6.5.3.1) b
EO - Prevented LOW C
LOW
E1- Low _MEDIUM d
S3 - Serious d
A1/A2 - Likely/Not likel
E2 - High a
A3 - Not possible = et
-7y Rockwell
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STEP 2: Safety Functional requirements specification E‘

For each safety function, the characteristics (see Clause 5) and the required
performance level shall be specified and documented in the safety
requirements specification. (13849-14.2.2)

= Safety Function - function of the machine whose failure can result
in an immediate increase of the risk(s)

System components include

. Input Logic  Output
[

Output

-Th Rockwell
Aulomaltion




Examples of “Safety Function” Descriptions E
Safety Function Requirements
When the E-stop button is pressed or the guard gate is opened, these actions stop hazardous motion by removing power
to the motor. When the E-stop is released and the guard gate is closed, power to the motor and hazardous motion does
not resume until the safery system is reset, and a secondary action (Start butron is pressed and released) occurs. Faules at
the E-stop, gate interlock switch, wiring terminals, or safety relay are detected before the next safety demand.

The PowerFlex 525 drive monitors itself for input, internal, and outpurt faults. When the PowerFlex 525 drive detects a
fault, it turns oft its outpurs and removes power to the moror. The fault must be corrected, and power to the drive cycled,
before the drive can be restarted. Faults at the safe torque-off (STO) inputs on the PowerFlex 525 drive can go
undertecred.

The safety functions in this application technique each meet or exceed the requirements for Category 3, Performance
Level d (CAT. 3, PLd), per ISO 13849-1 and control reliable operation per ANSI B11.19.

-Th Rockwell
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Safety requirements specification (SRS) E‘

= SRS describes the characteristics of the

! Perlomance Impacts Modes of
safety-related parts of a control system || s |3} gg ;L?.-«_ggg 0
s
(SRP/CS) S3 | SoleGuwdnbsted Salety Stop-Zone | Cat1 [ No [Pud|na|ma| No [TV fves
Appicable Sofety Standands | ISO 138451, 1S0 13850, 1S0 12000, 150 802041
. . Inciude
= Needed for the design and technical Ao Sy oo | U S VAo ST
| Input Safety Hardware Safety Locking Gale Switches
H H Safety Logic Hardware GuardLogie Saflety Controler
realization of the control system G sty e
ContolLogix EherNet Bndge Module
Output Safety Mardware 1734 Safety Port 10 Modules on EtherNed
Salety Control Relays
Safety VFD Drive - enabie, sale off (Metenng Drve)
Locking Gate Switch Solenceds
Addtonal Output DoceiGate cpeniciose status
Inderiscng Doct/Gate iocked status
Triggering Event Openng of neriocked safety gate
Machne Siop Response Ww&n«mmmwuw«,m
Cycle stop miated for each adgacent
Aer moton sKps ne
Lackng gate solenond uniocks 10 grant access 10 ool between Huskers
Sale Sale Motion in afiected Zone 5 siopped
Safeolf VFD drrve n sale stle
Addboral Resources WA funchional acoess box - Guardmaster 4420 EmemettP_ 2 pushbution, ursque coded
Oty 20
‘u?’llul.ABEl Escape Release. Standard Shaft
Notes Mechancal escape 10 e mounded on insade of o dreclly cpposae of hande % alow for
emargency escape § personned wene 10 be tragped nsde of iocked gate
Metal platies shall be mounted betweon gate handle and escape latch $ prevent personnel
from reachng hrough with abeect 10 0pen gate Soce wilhout proper sequance of operation
Padiock 10 be placed on gate door by each person enterng cell 1o prevent door from dosng
and locking behind them

-Th Rockwell
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STEP 3: Design the System E

& Verify Meeting Requirements

5. Operate, Maintain 1. Assessment

& Improve

e

4. Installation
& Validation

2. Functional
Requirements

3. Selection, Design & Verification

-Th Rockwell
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So, where do we start in order to achieve

Functional Safety?

Rockwell
Aulomation



SRP/CS: Safety-Related Parts of the Control System E

Sensors (Inputs) “Logic Solving” Devices Actuators (Outputs)

H

¢

=N

Safety Networks

-Th Rockwell
Aulomaltion



Functional Safety Design E

“IF
we’re going to use Electrical/Electronic/Programmable Electronics/Pneumatics/Hydraulics as part of the

Safety System to be implemented,

u T H E N we need to design, verify & validate that system is adequate for the

requirements

u H OW do we do that???

-Th Rockwell
Aulomaltion




Functional Safety Design

-Th Rockwell
Aulomaltion

Decide & Design appropriate levels of

>

>
>
>

Redundancy?
Diagnostics & Monitoring?
Component & System Reliability?

Other System Design criteria?




Functional Safety Design

Door / Gate Interlock Switch Safety Monitoring Relay Safety-Rated Motor Control

-Th Rockwell
Aulomaltion




Safety Design Requirements

( & what about “SIL” 7?7?77 )

-Th Rockwell
Aulomaltion



6.2.3 CategoryB

Simple Category B Structure E‘

The SRP/CS shall, as a minimum, be designed, constructed, selected, assembled and combined in
accordance with the relevant standards and use basic safety principles for the specific application to
withstand

— the expected operating stresses, e.g. the reliability with respect to breaking capacity and frequency,
— the influence of the processed material, e.g. detergents in a washing machine, and

— other relevant external influences, e.g. mechanical vibration, electromagnetic interference, power
supply interruptions or disturbances.

There is no diagnostic coverage (DCavg = none) within category B systems and the MTTFp of each
channel can be low to medium. In such structures (normally single-channel systems), the consideration
of CCF is not relevant.

The maximum PL achievable with category B is PL = b.

NOTE When a fault occurs it can lead to the loss of the safety function.
'm 'Fm
1 - = L ———= 0

-Th Rockwell
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Simple Category B Structure

A simple circuit can use traditional control
devices that are not safety rated. This is
the lowest level of safety circuits.

Cat B requires “basic safety principles” See annexes of ISO 13849-2

-Th Rockwell
Aulomaltion



Single Channel without Monitoring Category 1 Structure E

6.2.4 Categoryl1

For category 1, the same requirements as those according to 6.2.3 for category B shall apply. In addition,
the following applies.

SRP/CS of category 1 shall be designed and constructed using well-tried components and well-tried
safety principles (see ISO 13849-2).

A "well-tried component” for a safety-related application is a component which has been either
a) widely used in the past with successful results in similar applications, or

b) made and verified using principles which demonstrate its suitability and reliability for safety-
related applications.

Newly developed components and safety principles may be considered as equivalent to "well-tried” if
they fulfil the conditions of b).

The decision to accept a particular component as being “well-tried” depends on the application.

NOTE1 Complex electronic components (e.g. PLC, microprocessor, application-specific integrated circuit)
cannot be considered as equivalent to “well tried”.

The MTTFp of each channel shall be high.

The maximum PL achievable with category 1is PL=c. i i

-Th Rockwell
Aulomaltion




Single Channel without Monitoring Category 1 Structure

A single channel safety circuit requires that we use

well-tried safety components.

A sarety switen tnat
has direct opening

contacts mustbe
used.

1— + 24 Volts

Q=

B—8

- 0 Volts

-Th Rockwell
Aulomaltion

|

Since there is no monitoring a device with direct driven
contacts must be used so that it will fail to a safe state!




Single Channel with Monitoring — E‘

Category 2 Architecture

6.2.5 Category 2

For category 2, the same requirements as those according to 6.2.3 for category B shall apply. “Well-
tried safety principles” according to 6.2.4 shall also be followed. In addition, the following applies.

SRP/CS of category 2 shall be designed so that their function(s) are checked at suitable intervals by the
machine control system. The check of the safety function(s) shall be performed

— at the machine start-up, and

— prior to the initiation of any hazardous situation, e.g. start of a new cycle, start of other movements,
immediately upon on demand of the safety function and/or periodically during operation if the risk
assessment and the kind of operation shows that it is necessary.

i i
| "o L e Q
i ‘
* |
N S L I E— _|
1
Jrl'l‘l
TE ——» OTE

-Th Rockwell
Aulomaltion



Single Channel with Monitoring —

Category 2 Architecture

-Th Rockwell
Aulomaltion

A single channel safety circuit with monitoring requires that we use well-

tried safety components along with testing for faults.

The contactor must hawe
mechanically linked
contacts for diagnostic
feedback.



Category 3 Architecture

Dual Channel with diagnostics & testing — E‘

6.2.6 Category 3

For category 3, the same requirements as those according to 6.2.3 for category B shall apply. “Well-tried
safety principles” according to 6.2.4 shall also be followed. In addition, the following applies.

SRP/CS of category 3 shall be designed so that a single fault in any of these parts does not lead to the
loss of the safety function. Whenever reasonably practicable, the single fault shall be detected at or
before the next demand upon the safety function.

. m
i - -
I L1 i o1
[
c
. m
i
12 - L2 i 0z

-Th Rockwell
Aulomaltion




Dual Channel with diagnostics & testing —

Category 3 Architecture
Using mechanical contractors.

Cat 3 systems can have

multiple mechanical input
devices inseriesanda

single fault does not lead to
the loss of safety function.

-Th Rockwell
Aulomaltion




Dual Channel with Continuous Diagnostics —

Category 4 Architecture

-Th Rockwell
Aulomaltion

6.2.7 Category 4

For category 4, the same requirements as those according to 6.2.3 for category B shall apply. “Well-tried
safety principles” according to 6.244 shall also be followed. In addition, the following applies.

SRP/CS of category 4 shall be designed such that

— asingle fault in any of these safety-related parts does not lead to a loss of the safety function, and

— the single fault is detected at or before the next demand upon the safety functions, e.g. immediately,
at switch on, or at end of a machine operating cycle,

but if this detection is not possible, then an accumulation of undetected faults shall not lead to the loss

of the safety function.

R m
!IT‘I
I L1 i o1
c
B m
In
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Category 4 Architecture

Dual Channel with Continuous Diagnostics — E‘

Cat4/Ple systems require the
use of Cat4/Ple rated input
devicesor nomore than 1

mechanical input devicesin a
string/chain.

-Th Rockwell
Aulomaltion




Selection, design, and verification E

= Specify bill of material for each safety function control system safety devices

Interlock
Switch

?

Locking
Interlock

Jd WL | S Safety
2 .. ! 4 : ' | Relay

Emergency

" Rockwell Stop
Aultomaltion




" PLis based on combination of i - -

Design to, and verify, Performance Level (PL) E‘

= Category (Architecture) —
- MTTFd 1

= DiagnosticCoverage

= Common Cause Failures (CCF) m

i

0z

MTTF, (ch1) + MTTFy(ch2) = —— -
MITFp = 2/3 MTTF,(chl) « MTTF,(ch2)

DC1 + DC?2 4ot DCN
_ MTTFd1 =~ MTTFd?2 MTTFdN
DCavg = 1 1 T

MTTFdl T MTTFa2 T~ Y MTTFan

-Th Rockwell
Aulomaltion




Design to, and verify, Performance Level (PL)

® PLis based on combination of PL

= Category (Architecture) a —

- MTTFd B R e~ B - e i ]

= DiagnosticCoverage b 1

= Common Cause Failures(CCF) == ====== = === = - == -
G 1
d 2
£ 3

CatB Cat.1 Cat.2 Cat.2 Cat.3 Cat.3 Cat.4
DG, Mone  DG_Mome  DC_lew DC_Modien DOG_Low DG Medum  DC_High

] MTTFd=Low [ ] MTTFd=Medium MTTFd=High

-Th Rockwell
Aulomaltion




SISTEMA

Safety Integrity Software Tool for the Evaluation of Machine Applications

" Free software tool, and libraries of component’s data

" ATool to help streamline Application of the Control Standard EN 1SO 13849-1
=0/

JF Rmper | M WP Vear's Tht

44y SISILAA - Satety Inbegnty Softwane 1:00i lor thet o)
Filg | Bt | Ve Hlg

|| iem o Opir . L e + & Owse Fesmer (LR Liwary gl VOREA, Litrary
ZEZ/am| 74 | &

e

of Wachne App

Safety functind” IFA

-Th Rockwell
Aulomaltion
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SISTEMA — Produces verification and detailed reporting E

SISTEMA - Safioty Itngrity Software Tool for fhe m hea SISTEMA - Sabety Integrity Software Tool forthe Evaluation of Machine iﬂﬂi
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STEP 4: Installation & Validation

Validation

Pas/Fuil

==\

While Runaing, remove the (hanael 1 wire from the Safety L0, Both contactors should de-enenglze
Verify proper machine status indication and RSLogix 5000 safiety application program indication
Restore (hannel 1 2nd repeat for Cuned 2

Teat Step
Does my safety
systemwork as
specified? 2

While Rusning, short the (hasndd 1 of the Safiety V0 to + MVDC Both contactons should de-eaergize
Verfy proper machine status indication and RSLogix 5000 safety appiication program Indication
Veerly unable 8 reset Jad restart with facit. Restore Qunesl 1204 repaat for Chasnel 2

While Running, short the (hasned 1 of the Safety V0 to (-] OVDC. Both contactors should de-energize
Veckfy proper machine status indication and RSLogix 5000 safety application program indication
Restore (Rannel 1 2nd repeat for Channed 2

While Bumning, short the Oasnels § & 2 of the Safety V0. Both contactors should de-energlee. Verlfy
proper machine statys indication and RSLaglx 5000 safety applcation program indicaton
Restore (hannel 15 2 wiring

-
w
\_/.

-Th Rockwell
Aultomaltion

Validation:

= Specificinstructions regarding the validation

of each safety function
= Normal operation test:

= safety input, logic, output

= Abnormal operationtest

= Shorting wires, breaking

connections, removing wires, etc.

o
1ISO 13849-2 Part 2: Validation ‘

gy

A, M a—



Validation — Safe Response to Faults E

SensaGuard Input Tests

Test Step |Validation Pass/Fail |Changes/Modifications
While the system continues to run, remove the SensaGuard channel 1 wire
from the safety |/0. Both contactors de-energize. Verify proper machine
status indication and safety application program indication. Restore channel
1 and repeat for channel 2.

While the system continues to run, short the SensaGuard channel 1 wire of
the safety I/0 to 24V DC, Both contactors de-energize. Verify proper
machine status indication and safety application program indication.
Restore channel 1 and repeat for channel 2.

While the system continues to run, short the SensaGuard channel 1 wire of
the safety I/0 to OV DC. Both contactors de-energize. Verify proper machine
status indication and safety application program indication. Restore channel
1 and repeat for channel 2.

While the system continues to run, short SensaGuard channels 1 and 2 of
- the safety I/0. Both contactors de-energize. Verify proper machine status

’A Rockwell ISO 13849-2 Part 2: Validation

Aulomaltion




Introducing some Machine safety lifecycle tools E
i : 5. gpfmi)eo:/?mn i p—— %l ssessmen ';r !?h-
~ue «’é

> ARIA

Risk Assesament Softwars

t;_ ﬁ 4 Ins!a!(a: on
- .

2 bt o ee & Validation 2 Functional
Regquirements
[ —
L L 3. Selection, Design & Venfication
[ e IV ot '}
m s N
l I Safety Autemation Builder
Proposal Works lll
L L ‘ @
"N Rockwell

Aulomaltion



Safety Functions Documents —
Example Application Techniques

Well over 100 examples

BOM, Wiring, Configuration/Programming

Verification & Validation

Some now have.DXF, .ACD, otherfiles attached

Click or Scan:

Link here: www.machinesafetysolutions.com

Lpirien Sndne @ Anen-Bradiey

Emergency Stop Products: Integrated Safety Controller
Connected to a Series of Dual-channel E-stop Buttons Safety
Function

Foas s 3075 Corvpund G ngn 5% Comonton SN Gaurd VT ey Shode, Dud (havoni | g B
VA g (L P T X1

« M »
a g B

T -

-Th Rockwell
Aulomaltion

Rockwell
D b baty  Sant s Automation
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http://www.machinesafetysolutions.com/

Example Application Techniques

Safety Functions Documents — E‘
A

= Many now have attachments

: - 0% nprot e s L = g0 W
= In Adobe, click the paperclip icon Jf ior View window ticw
] ) Creste 2 e 2d @ o3 8 W

- AutoCad & ePlan files LI anineT « T R

- .ACD file for Logix Mmmets oo

. SISTEMA File e i © wlon-8ra
L Ao vty

- Verification & Validation checklists | ety
1§ tisoma_ATI36 som Emerqerg Smpse P:iodutft; In'tgme: iafety gontrolksv .

. . O VAV hecida ATOMubn 1 -
CIle Or Scan_ S g A ‘zm 0a es of Uual-chann stop Buttons Safety

Pt sl o T ot Compecs Gl agc £ 10 Commmier, PONT Caard V0 "sley Mhtule. Ond-hamer | g Buton
Loy R Gt L P 50 100

o

Link here: www.machinesafetysolutions.com

Rockwell
Aulomaltion



http://www.machinesafetysolutions.com/

Retmagining Safety in
The Connected Enterprise

www. machinesafetysolutions.com E‘

Whitepapers

SAFETY AND RISK

Videos MANAGEMENT
o IN THE AGE OF lloT AND
Blog topics DIGITAL TRANSFORMATION

0 q »
Diwey Beamras Porlenmance Neoegh Operatina’ (xoclence
Application Examples 2. S Design Your Safety System

for Improved Uptime

Engineering Resources
Self Maturity Self-Assessmenttools 000
Smart Safety Devices & Systems

Software tools Va)
S
And more... !
O
[oa)
(NN
B
<C
(Vg
>
o
L
Z
I Safety related comrol
U 'r”"l.:"ral PR Dy P
=
. Rockwell
Automation
-Th Rockwell

Aulomaltion
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Questions?
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Studio 5000

’-’"7.‘ Esl=—a

GuardLink and GuardMaster
Ethernet Safety Diagnostics




GuardLink Overview

Add-on Profile in Studio Up to 1000 m link distance, Generic safety devices—

5000 ILO%iX' DtESignter®t[toh max 90 m between devices electromechanical contacts
Seamiess y In egra e Wl and 30 m from the tap to the (EM SS) and Wlth SOIld State

Logix5000™ controller Savifee output (OSSD)
platform

Studio 5000

~ GSA_ENIP_I[0]

| |-GSR_ENIP_If0)PWR_FLT |

| | GSR_ENIP_If0)IN_1

| GSRENP_NHOIIN 2 |

| -GSR_ENIP_It0]LOGIC_IN |
|~ GSR_ENIP_I[0) OUT

Up to 32 GuardLink

. enabled connection taps
i&g Guard L|nk (SMART taps)V\I/ith M12

connectors

P
]

PLe / SIL3
440R-ENETR EtherNet/IP™ gﬁ:?gﬂﬁ:e{é@(}?;’:‘e ty relay é } “3"3:"':;? Trunk and drop topology with
inte rface to share diagnostics _ GuardLink-enabled safety - standard four (trunk) or five/
over network eight (drop)-wire conductor

relay supporting two links

patch cords



GuardLink Technology Overview

GuardLink master
Manages GuardLink comms.
Executes the safety function

Aggregates and passes on data

A1, A2 §12822

L GuardLink

GuardLink slave

Monitors safeguarding device
Creates and repeats safety pattern

Data
GuardLink

ES:E

GuardLink Terminator
Terminates openwires
Determines last device on Link

CLU

CLU

+24V

+24V

ov

ov

CLU — Command, Lock and

Unique safety pattern to achieve
PLe/CL SIL3

Unlock
Connection to manage operation
modes and initiate lock/unlock

Safety or diagnostics on the
same single wire

Distribution of 24V across

GuardLink devices - Same 0V
reference required for master
and slaves




GuardLink Voltage Drop Calculator m‘
A

e Allows you to build your GuardLink

@ Allen-Bradley -y .
system and calculate whether the coodimarter &GuardLink
system will need additional power ot otvumougy B

° - Link Wine Resistance 0,05 | ahmism
from a GuardLink Passive Power Tap
(440S-PF5D4) e | ovvrcoet | e | st | lon e
— To calculate the voltage drop of [ emcrsienas s —T
the next segment after the Power et - —
i i - T o
Tap, you will need to fill out | e i
] 5 SansaGuard Series B [ 107] 2318
another Voltage Drop Calculator - C — -

spreadsheet




GuardLink and Guardmaster Integration

Easy integration within Studio 5000® v20 and
newer

Single software required for product configuration \ )

wod Softe s

Studio 5000

Tags are automatically populated in the controller

e
Tags when using the AOP, allowing for easy
. 0 ) ) Mid e Detrstaon »
integration into Studio 5000™ program
i cF::aut'i-
0 &) & Coornon b
Nome s [vase [sye s || CSn e, s
|| TENETR_IP1201Relayl_GSR_DG [Lene}] |ABGSR_DGI0 | e G
i 7-:ENETR 1P1201Relayl_GSR_DG Safetyinputd1 | 1]Decimal BOOL | T sk
k] :'ENETR IPlZOIRelayl GSR_DG. Sa‘efyhpum 0.Dec1mal .BO_OL _ S <Empryn e P
ENETR_IP1201Relay]_GSR_DG PIS12 1|Decimal BOOL 70555 o~ [H OB
[ | -ENETR_P1201Relay1_GSR_DGPIS2 | 0|Decimal 'BOOL B _iictom O T
___ ~ [ENETR_P1201Relay]_GSR_DGPIS32 | o[pecimal [BOOL 4 Loore P—
~ENETR_IP1201Relay]_GSR_DGP1S42 0|Decimal BOOL Py ——
: [-ENETR_IP1201Relay]_GSR_DGPIS11 | o|Decimal ZSbOL :”t«:“';u P—
~ENETR _IP1201Relayl_GSR_DGPiS21 0|Decimal BOOL T S S R
: ~ -ENETR_P1201Relayl_GSR_DG P02 | o[pecimal BoOL -
==




Optlcal Link Compatibility

440R-ENETR series B supports both Optical Link 2.0 and
Optical Link 3.0

e Optical Link is a communication protocol based on a non-
contact infrared interface and a protocol similar to Modbus

e OpticalLink is used to communicate across up to six
Guardmaster® Safety Relays (GSR) and gather data by a
gateway to share this with superior control

e OpticallLink is designed for auto-addressing— No
configuration required

e GSR with Optical Link 3.0 will allow a pass-through of data
over Optical Link 2.0 to allow combination of multiple GSR
variants

e Required to group GSR modules with Optical Link 3.0
modules next to the 440R-ENETR module and Optical Link
after them to them to the right

OpticalLink 2.0

Connectivity ‘ 2 holediscrete IR circuits ‘

Baud rate ‘ 9600 bps ‘

Auto detect Auto detect and split

[ e "-h,\:;f S /SF

2

Rev 2

Optical Link 3.0 ) Rev3
1 hole IR transceiver

115200 bps



s Ether:et/IP"
N £\
St v /" ¢ .. ?;/'\.“f"_
| : ‘ : ‘ I ig ’

GuardLink and GuardMaster
Live Demonstration




Questions?
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break

Start Again 9:15 AM
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CIP Safety and Integrated safety Explanation




General Discussion of Networked Safety

Motivation for Networked Safety

e Increased Flexibility

e Reduced Cost

e Improved maintainability

e Increased physical distances

e Ease of use and implementation
e Simplicity

e Reduced Wiring

e Improved Visualization

e Networks are standard for everything else

ES:E

Concerns with Networked Safety

Network Reliability
Safety Data Integrity
Unacceptable Delay
Corruption
Unintended repetition
Incorrect sequence
Loss

Unacceptable delay
Insertion
Masquerade
Addressing




ODVAs CIP Safety Protocol

oDy
rEthen ‘et/IP

CIP Safety

=\
A

ODVA is a standards
development organization and
membership association whose
members comprise the world’s
leading industrial automation
companies. ODVA works to
advance open, interoperable
information and communication
technologies in industrial
automation.




How does it work and how is it safe? E‘

User Safety ) User Safety N
Program Program
I |
| |
| 1
CIP Safety CIP Safety

Application Layer Application Layer

EtherNet/IP
EtherNet/IP




Safety Layer in the CIP (Common Industrial Protocol) E‘

User Safety ) User Safety N
Program Program
I CIP Safety uses only the application |
[ layer of the OSI model. |
| / \ |
CIP Safety — CIP Safety
Application Layer Application Layer

EtherNet/IP
EtherNet/IP




CIP Safety Information Transmission E‘

User Safety l SafeTorqueOff =1 User Safety N
Program q - Program
| |
| |
| [
CIP Safety CIP Safety

Application Layer Application Layer

EtherNet/IP
EtherNet/IP




CIP Safety Information Transmission

User Safety

Program

CIP Safety

Application Layer

=
SN
=)
[}
2
=
()
=
o
w

2

— SafeTorqueOff =1

Safety Safety
Code Data

==\

User Safety N
Program

CIP Safety
Application Layer

EtherNet/IP




CIP Safety Information Transmission E‘

User Safety ) User Safety N
Program Program
| |
| |
| |
CIP Safety CIP Safety

Application Layer Application Layer

Safety Safety
Code Data

EtherNet/IP

EtherNet/IP




CIP Safety Information Transmission E‘

User Safety ) User Safety N
Program Program
| |
| |
| |
CIP Safety CIP Safety
Application Layer Application Layer

EtherNet/IP

EtherNet/IP

_/




CIP Safety Information Transmission E‘

User Safety ) User Safety N
Program Program
| |
| |
| |
CIP Safety CIP Safety
Application Layer Application Layer

EtherNet/IP

EtherNet/IP

_/




CIP Safety Information Transmission E‘

User Safety ) User Safety N
Program Program
| |
| |
| |
CIP Safety CIP Safety
Application Layer Application Layer

EtherNet/IP
EthlerNet/IP

_/




CIP Safety Information Transmission E‘

User Safety ) User Safety N
Program Program
| |
| |
| |
CIP Safety CIP Safety
Application Layer Application Layer

EtherNet/IP
EthlerNet/IP

_/




CIP Safety Information Transmission E‘

User Safety ) User Safety N
Program Program
| |
| |
| |
CIP Safety CIP Safety

Application Layer Application Layer

Safety Safety
Code Data

EtherNet/IP

EtherNet/IP




CIP Safety Information Transmission E‘

User Safety ) User Safety N
Program Program
I 1 I
| |
| |
CIP Safety CIP Safety

Application Layer Application Layer

Safety Safety
Code Data

EtherNet/IP
EtherNet/IP




CIP Safety Information Transmission E‘

User Safety ) _ User Safety N
Program SafeTorqueOff =1 Program
I 1 I
| |
| J |
CIP Safety CIP Safety

Application Layer Application Layer

Safety Safety
Code Data

EtherNet/IP
EtherNet/IP




CIP Safety Information Transmission E‘

User Safety ) _ " User Safety N
Program SafeTorqueOff =1 Program
| |
| |
| |
CIP Safety CIP Safety

Application Layer Application Layer

EtherNet/IP
EtherNet/IP




Network Reliability? @3‘

User Safety ) User Safety N
Program Program
| |
| |
| |
CIP Safety CIP Safety

Application Layer Application Layer

EtherNet/IP
EtherNet/IP




Network Reliability? @3‘

User Safety ) User Safety N
Program Program
| |
' 4 '
| |
Copper
CIP Safety . CIP Safety
Application Layer F_b\ Application Layer
Ioer

ILayer 2 Switch

EtherNet/IP
EtherNet/IP

|

Layer 3 Switch

\

s

.
=
:%ﬂ))




Safety Rated Network? E‘

User Safety ) User Safety N

Program Program
| |
| |
| |
Copper
CIP Safety CIP Safety
Application Layer F_'b Application Layer
Ioer

ILayer 2 Switch

a
=
(]
2
[
(]
=
=}
Wl

EtherNet/IP

Layer 3 Switch

A N

Ny
S .
Wireless




Safety Rated Network? E‘

User Safety ) User Safety N

Program Program
l |
I Expensive I
I and o |
) . opper
CIP Safety impractical $ CIP Safety

Application Layer A Application Layer
Fiber

3

ILayer 2 Switch

Layer 3 Switch
L~
= \

EtherNet/IP

EtherNet/IP




Safety Rated Network?

User Safety ) User Safety

Program Program
|
|
|

Copper
CIP Safety
Application Layer \ Application Layer
PP L Fiber ~

ILayer 2 Switch

EtherNet/IP

EtherNet/IP

Layer 3 Switch

\

s

.
=
:%ﬂ))




How is CIP Safety safe

User Safety ) User Safety
Program Program
| |
I ( w\ I
| |

CIP Safety
Application Layer

CIP Safety
\ Application Layer
Fiber

EtherNet/IP
EtherNet/IP




Black Channel Principle

Places responsibility for maintaining

safety on end devices and network
User Safety N di y ti User Safety )
Program IagnOS ICS. Program
| |
I |
' A th '
A ssumes the P
TS v TN,
IO ey — . CIP Safet Ry Oy
CIP Safety e 29) o network is Ty Qa2
Application Layer g ‘'S Application Layer g
' c completely -
& liabl
N - a unreliable. .
=) ] S
g j< £
] w
it 5 P
X
(S}
0
2




Error Detection and Verified Safety

User Safety ) User Safety N

Program Program

| |
| |
| |
CIP Safety

Corruption

CIP Safety Unintended repetition AP S
Application Layer Application Layer
Incorrect sequence
3 Unacceptable delay =
. 2
< £
& - Masquerade i -

Addressing




Error Detection and Verified Safety

User Safety ) User Safety )
Program Program
| |
| |
| |
CIP Safety CIP Safety

Application Layer Application Layer

o
)
()]
2
S
(]
=
=}
L

EtherNet/IP

_/

N




Error Detection and Verified Safety

User Safety ) User Safety N
Program Program
| |
| |
| |
CIP Safety CIP Safety

Application Layer Application Layer

EtherNet/IP

EtherNet/IP

_/




Error Detection and Verified Safety E‘
\

\
User Safety N Ukar sy Message Error !
Program Program

CIP Safety
Application

CIP Safety
Application Layer

EtherNet/IP

EtherNet/IP

_/




Error Detection and Verified Safety E‘
\

\
User Safety N Ukar sy Message Error !
Program Program

CIP Safety
Application

CIP Safety
Application

EtherNet/IP

EtherNet/IP




Error Detection and Verified Safety

User Safety

Application

EtherNet/IP

Program

CIP Safety

~

Everything must happen withina
predetermined time limit based on
the application to maintain and
verify safety.

User Safety
Program

EtherNet/IP

\
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Message ErroA




Error Detection Measures

Message repetition
Message loss
Message insertion
Incorrect sequence
Message corruption
Message delay
Coupling of safety and X
safety data

Coupling of safety and
standard data
Increased age of data in
bridge
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Time Expectation and Offset
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Time Expectation and Offset
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Time Expectation and Offset

Offset =89
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Time Stamp =40+ 89 =129

New Offset =141-45 =96

®

36
37
38
39
40
41
42
43
44
45

Ethernet/IP using CIP Safety
in the application layer

Ti

Ti

me stamp = 129

T

T, ConsumerTime= 141

132
133
134
135
136
137
138
139
140
141
142

Age Limit=12

Age=135-125=10

Age=137-127=10

Age=140-129=11




Time Expectation and Offset E‘

Ethernet/IP using CIP Safety
in the application layer

Offset =89 @

Time Stamp =36 +89 =125 5,

Time Stamp =38 +89 =127 33 T 134 Age=135-125=10

Age Limit=12

39 MeStamp < 15, 135
. 136
Time Stamp =40+89 =129 40 137 Age=137-127=10
41 nmesfa,,,p\ 138
43 140 Message Rejected!

44 141
45 142 Age=142-129=1



CIP Safety provides the following protection measures to help ensure the
integrity of configuration:

o Safety network number (SNN)

« Configuration ownership

« Configuration locking

CIP Safety Configuration Implementation E‘
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Safety Controller Overview




Integrated Architecture System m‘

Single controller for standard and safety control Single software for standard and safety control
* No extra time for data integration + Same look and feel; speeds up application building
- Better diagnostics and easy data —{"S———— 2 - Design flexibility saves ime . ce o
Shari ng up to HMI — e .lm“ . ‘T;I:‘I;—l::mﬁ and Local Tags
Parameter Connections (2.0) Si u;j 1o 5000 EEI":_':DHUD' !
Conresction W _Ewample schine CIF_Ssle_0_Demand = Safery Tk

Conrmehon  WHIT_E sarmghed achwe CIP_Salety_Dermand 5 safetyProgram

‘,_.! Parameters and Local Tags

B MainFoutine
Single network forstandard and Capableand
safety control flexi
exible Pp——
- No special network or . Certified safety “E _
gateways for /O instructions (more =FS S . SR L
* Ability to mix and match safety than 100) A

+ Also facilitates = BT =i
creating your own '
Add-On Instruction

and standard /O _/- iﬁ?




Compact GuardLogix Controllers

Multiple
disciplines

®
N

Flexible and
scalable

(0

One common
design environment

e Compact GuardLogix® 5370 controllers

ES:E

Integrated Motion on EtherNet/IPup to 16 axes @ 2
axis/ms

Integrated safety up to SIL 3, PLe Cat. 4 versions
IP67-rated wash down protection

Conformal coated versions

e Compact GuardLogix® 5380 controllers

Integrated Motion on EtherNet/IPup to 32 axes @ 32
axis/ms

1 gigabit (Gb) embedded Ethernet port enables high-speed
I/0 and motion control for up to 180 nodes

Integrated safety up to SIL 3, PLe Cat. 4 versions
Conformal coated versions
Enhanced security features




GuardLogix Controllers @3

"jjﬂ e GuardLogix® 5570 controllers
- — Integrated Motion on EtherNet/IP™ up to 100 axes

— Integrated safety up to SIL 3, PLe CAT 4 versions

Multiple

disciplines . .
— On-Machine™ versions

— Conformal coat and extreme environment versions
® — Removalinsertion under power

N2

Com )

Flexible and e GuardLogix® 5580 controllers

AeEllals — Integrated Motion on EtherNet/IP™ up to 256 axes

— 1 gigabit (Gb) embedded Ethernet port enables high-speed
|/0 and motion control for up to 300 nodes

— Scalable Safety up to PLd or up to PLe with safety partner

(0

— Conformal coat versions

One common — Removalinsertion under power

design environment — Enhanced security features




Scalable Safety Level

Up to PLd (Cat. 3)
SIL CL2
1loo1l Architecture

Up to Ple (Cat. 4)
SIL CL3
1002 Architecture

=T Y

First in scalable Safety Performance Levels
(PLs) and

Safety Integrity Levels (SILs) for machine
safety

* Therisk assessmentisthe key to definingthe safety
requirements
* RightSizing” can create compliant designs
e Optimized for cost and performance

e Help achieve the safety, cost and timing targets for
each project

* Just theright amount of safety for your unique
application.
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Safety Software Overview




GuardLogix Software (Studio 5000)

e General Requirements: g FEE3353335305 0

NI el i

Checklists have been executed from AppendixDin FE L2 F
Reference Manual

Approved Controller, |0 and devices were used for GuardLogix 5580 af!d
the system Compact GuardLogix 5380
Controller Systems

Safety Task has been created with keepingstandard

logic separate Bulletin 1756 and 5069
e Mapping tool will help

Safety program utilizes appropriate instruction set

@ Allen-Bradley

Safety signature has been generated and verified oy ROCKWTLL ATOoAT

with a upload and download
Safety Reference Manual Original Instructions



https://literature.rockwellautomation.com/idc/groups/literature/documents/rm/1756-rm012_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/rm/1756-rm012_-en-p.pdf

Studio 5000 Logix Designer Application E‘

e Rockwell Pre-Engineered
Safety Functions Covered:
— Access/Door Guarding

— E-Stops

— Hand Control ’A Rockwell

e e 1 i Industries Capabilities Products Support Company Sales

— Presence Sensing

— Process
TECH DATA

— Subsystems

Safety Functions Documents

SHARE THIS in v f



https://www.rockwellautomation.com/en-us/support/documentation/technical-data/functionalsafetydocum20180905-1614.html
https://www.rockwellautomation.com/en-us/support/documentation/technical-data/functionalsafetydocum20180905-1614.html

Safety Task @3

e How the safety task is scanned is a large reason for GuardLogix 5580 SIL 2 safety integrity.

— Safety Task is a Periodic Task
— At periodic rate, Logic Core and Diagnostic Core execute safety task.
e Logic Core scans standard and safety tasks

e Diagnostic Core provides diagnostics by running the safety task and comparing the
results to the logic core

— Safety input data ‘frozen’; does not change during scan
— If results are OK, the safety output data packet is transmitted to the safety outputs

e There are an additional two (2) comparisons for the GuardLogix 5580 SIL 3 architecture. The same
comparison, as described above, happens on the 5580 Partner. A third comparison between the 5580
Primary and 5580 Partner over the backplane.

— (Note that this third comparison is how the GuardLogix controllers prior to 5580 scanned the safety
task)




Safety Instructions @3

: E EN oc  OC OC THRS C
4 H, = FPMS Sqgg ROUT, RIN, pgEp, DIN, LC, THR§ DCS, DCST, &7, STy Skre DCM, SMAT TSA Tssy Fsey IARS wq,p OCA, DCAF

Favorite... Add-On Safety Bit Timer/Co.. Input/Ou... Compare Compute/.. Move/log.. Fie/Mi.. Program.. MetalF.. DriveS..

e Legacy Instructions
— ESTOP: Two safety inputs to control one output and has a 500ms inputs-inconsistenttimeout value
— LC: Two safetyinputs from a light curtain to control one output
— ROUT: Monitors the state of oneinputto controland monitortwo outputs

e PreferredInstructions
— DCS: Dual-input safety devices to provide a stop function such as an E-stop, light curtain, or gate
switch
— DCSTM: Same as DCS but includes the added capability to mute the safety device from output
— DCM: Most generic dual-inputsafety device monitoring
— CROUT: Configurable to control and monitor redundantoutputs




Tag Mapping @3

e The mapping tool exists for one reason; to make sure that someone does not INADVERTENTLY use
standard tags in the safety task

— An example of a standard input being used in a safety routine is a reset pushbutton
— The mapping takes place once (and only once) prior to executing the safety task
e The editor permits using safety and standard tags with three rules:
— To use a standard tag in the safety task, the standard tag must first be mapped to a safety tag using

th e m a p pl n g t00| h  Logic cammum-:atu:-n'-*.fmdaw Help

— Safety tags cannot be driven in the standard P— e e
afety Tag Mapping
programs ..I e p— [ Sty Tag Hame ] [ o= | |
e The editor will not accept a rung if a safety 1~ - Hebp
tag is an output on that rung 1
Deadests Riorm

— Aliased tags cannot be placed into the mapping tool ,




Safety Signature @3

e The safety signature is a UNIQUE identifier (validation)

for the safety portion of a GuardLogix project Jmu::cm o X
— It combines a CRC of the program, along with a Cowd  Mrfts  Meiuhs | OuefTee M SCEwn  foe S
TIME and DATE stamp j* e
— You must be online and in Program mode to Suaty St .

generate a safety signature

[] Prtect Sgnature in Run Mode

o After the safety signature is generated, you can no

longer edit the safety task, either online or offline ety ey 10 T
— The safety signature has to be deleted to edit the sdoo s
safety task Sy Newok ot R 5 ST
— Forcing of safety 1/0 is prohibited o EE:::
— SAFETY RUN status indicator on controller goes o
solid green e =
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break

Start Again 10:20 AM
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442G Multifunctional Access Box




442G Multifunctional Access Box E‘

Solid Mechanical Door Stop

Indicators Provide Optional Escape Release

Status and Diagnostics LR
\R T
1 .

[ |
Operator Controls for / EE, <
Machine Access [F l 1T

1]
/H/HT

Auxiliary/Manual Release ?
Manually Extended Bolt '

Locking Mechanism

Auto-Extending Bolt
Locking Mechanism

ndle Unlatches and Opens
Guard Door




442G Multifunctional Access Box Ethernet/IP E‘

E/IP Network (NET) and
Module (MOD)
Status Indicators

Handle Mounting Plate

Bus Module

r ——— 2 Ethernet Ports

M12 Connector for
Enabling Switch
(select models)

2 Power Connectors




MAB Simplified Installation Example

GaurdLogix

Studio 5000

Ethernet/IP

==\

Add-on Profile populates
descriptive tags reducing
programming time

Safety and standard devices
communicate on the same network

Discrete-wired MAB

- -

Point1/O

CIP Safety

(1 Cable with up to 24 signals

Safety In/Out—2 or 4
E-stop—4o0r5

Lock Command -1
Push buttons—2to 6
Reset -1

Diagnostics (AUX) -4
Power-3

CIP MAB
N

|

CIP Safety

Up to 83%
reduction
in wiring




MAB Software Configuration @3

« Single, user-friendly software environment for programming, configuration, and maintenance ‘
« Creates meaningful tag names for 1/0 and diagnostics with correct data types
« Provides for easy duplication of devices

« Eliminatesl/O mismatcherrors Scope [ e e 1 3] Sk T
) . . Hame zzje | Vakue *|FoceMad  *|Sde | Data Type |
3 HETTT Leend o] AB-AL2G_MABE__|
Convenient online help a mouse click away B e —— 1 _— i
: : MAB_0111 CorvctorF muesd 0 Decernsd BOOL
« Compatible with V20 and later Ol e . o
+ Mhodte Propertien My INITE (8400 MABKS. U8 £ 060) o i | || M MAB 1A EStp 1 Dicamal |BOOL
= = | |y MAB 11 Enablngwitch 0 Decimal [BoOL
otae [ | oy MaB_ 011 GusdClossd 1 Decimdl BOOL
o P T AU AU P A, Py 10 K, R e [ | oy MaB_ 011 Gusdintsiocked 1 Decimal |BoDL
R e et ot D ) » = [ b maE 011 Gumdocked 1 Deread BOOL
e REM -~ Rt || My MAB 11 Swchd 0 Ciecarrsd BOOL
wt Code AT yve— L] ey e ot it 0 Decrnal |E00L
arces My MAE_E111 SwichT 0 Decimal BOOL
i et A e ] -y MaB_ 011 Svica 0 Decimal [BooL
e Carce e ety apie My MAB_01 LockS aquenceF skt o Decimal [eooL
Bacowcowg  Basct e Rackwell Software 0 Decanad BOOL
. 4405 MaREs A P ~ o |:| DH"\!’ EUDL
be B <& Studlo 5000 ks : S
Logix Designer wooed | 0 Dol |E00L
Z#0000_000. . . Einany IH'|
| Tone) [ | AB: 4425_jarBE_
0 Decwrd [pooL
0 Decendd BOOL
Actonsiion 0 Deceral BOCL
e Ofve o e e e 0 Drecarad BooL
0 Deceral oL
E] [-hiz_MAB_G1-0 EStoplight o Decimal [eooL
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450L GuardShield™
CIP Safety Light Curtains ‘



450L GuardShield™ Safety Light Curtains CIP Safety over
EtherNet/IP™

CIP Safety over EtherNet/IP enables Premier Integration ofthe

450L GuardShield Light Curtainin a GuardLogix® Control System
and drives attachmentthrough Smartcomponents. -

* Perform SIL3 PLe safety functions over EtherNet/IP connection ™ s I
* Reduced system cost— reductionin wiring of safety circuit -

{ 1:11
- i— 7

EIP
 Convertany 450L safety lightcurtaininto a SMART SAFETY l , E eugin|
sensor P i J ie
* Enables communication of diagnostics and status information to | J
Logix Systems l— v
* Enables CIP safety over EtherNet/IP to supportsafety 24VDC p4

requirements

* Supports DLR to cascade multiple 450L or other EtherNet/IP
products

* Allows configuration of 450L features within AOP for Studio 5000

» Safety Light Curtainresolutions
— 14 mm Finger protection

— 30 mm Hand protection



450L CIP Safety over EtherNet/IP - Module Connector @3

Overview
Receiver Link
Indicators Indicators

450L-ENETR

=
RECEIVER

M12 8-pin

Female M12 4-pin Female

D-Code (Network)

450L-ENETR

Module Metwork
Indicator  Indicator

MOD  NET

o

TRANSMITTER

M12 5-pin M12 5-pin
Female Male




450L CIP Safety over EtherNet/IP - Module Connector
Overview

Set the IP Address of the light curtain with the rotary dials or

by using BootP. If the rotary dials are used thenthe IP
address format will be [192.168.1.XYZ].

E' B Ba Be "m
8 Re Bi IO Vb

450L-APR-EN-8




Logix Designer® View

P IO VN SON  WDGC  COMMUNCOONE TOONE  WRDOW v

450L CIP Safety over EtherNet/IP - Example Studio 5000 E‘

c yrrr—n CICNPRE NN €
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SO 0% ' Y e T eI A »
" By g

- 0o o B Wt b e o Tt Y,

7 Confrolier Tags - video {50costroller) %

Soe | 53 | Sew A Tan it

Iy

. Tata
# O Moo N LAA
T P — 4 { | ARG EH) Satety
o () Sty Toch fana ~ o
b 2 e g LG RMode ! Decral 800 ety
LCA CommectionF acited v Decmal 8O0 Sefety
LCADugrontcacive 0 Dol BOOL Safaty
¥ LG DgnosticSequenceCount ¢ Decmal Nt Sefety
- 430
. (el ] J Deomal 800U Sefety
LCd Restamiegueed 0 Decmal BOOL Sufety

LCAMted N Decienal BOOL Sefety

L MutngDependentOvernde q Decmal BOOL Sufety
LC4 Resetfiaqured 0 Decienal EOOL Sefety

el ordguanen




Alignment and Blanking

e Patented Integrated Laser
Alignment System
« For quick and easy installation

Start/Stop
Laser

3
50
£
-
-w
X
)
g
-
i
3
v
¥
=
=

e

Laser Target

Synchronization Beam

Lens%% A Synchronizatio
Zone 3
19 Reduced Resolution
1
No blanking
T5 Ml .----ccccccccmeceemm——— -
14 T
G o)
3
LEJ'IS%. ] Zone 1 "
} Fixed Blanking \

Connection Plug-ins

Three Zone Blanking Example
With Finger Resolution




450L CIP Safety over EtherNet/IP - Cost and Requisites E‘
A

Minimum Requirements

450L LC fw 5.002 =
LC fw 5.001 is field upgradeable
Older versions of LC are not field

upgradeable

RSLogix5000 V24
Revisions before V32 have limited
capability to change
configurations in program mode @ GuardS, jold™ 7 e

on, 1201 3 Ind S Miwaes




Questions?




SafeZone 3 Safety Laser Scanner
CIP Safety Over EtherNet/IP




SafeZone 3 Safety Laser Scanner

I

e " 7NN ; - b |
Replaceable optic cover Status LEDs

Push buttons to scroll
through menu

Multi-colored display screen

DHCP is enabled, requires BootP
toset IP address

Network status LEDs



SafeZone 3 Safety Laser Scanner

2 - M5 mounting screws

XD1- Power  XF1 and XF2 4 pin, M12 female Alternative grounding
connection D- Coded EtherNetConnectors connection (FE)

System plug
mounting location

e The SafeZone 3 requires a systemplug (442L-SZNCPMOD) which stores the scanner configuration and network information

e Thesystemplugcan beinstalled in either the back or bottomofthe SafeZone 3 scanner depending on howthe scanner will be mounted in the
application

¢ This diecast system plug has a 4-pin M12 qd power connection (XD1), two 4-pin D-Coded M12 qd EtherNet connectors (XF1 & XF2) as well as an
alternative grounding connection (FE).

e Becausethesystem plug stores the configuration, if a scanner head is damaged, the system plug can be removed from the scannerand assembled to
a new scanner. The new scanner pulls the configuration information from the system plug and the SafeZone 3 is back on-line.

¢ The systemplugcables do notneed to beremoved and the system plug can stay powered during swap




SafeZone 3 Safety Laser Scanner

Technical Data

Safety Integrity Level

Performance level
Dimensions
Safety field range
Scanning angle

Response time
Resolution

Fields

Monitoring cases
Simultaneously
Monitored

Functions

Enclosure rating

Temperature range

2
d

135mm x 110 mm x 110 mm

5.5 meters
275°

Minimum: 60 ms
30/40/70/150/200 mm
8

8
4

Restart Interlock, Multiple
sampling, Reference Contour

IP 65
-10°C (14°F)...+ 50°C (122°F)

Increased functionality results in
expanded application solutions

Configuring 4 simultaneous protective fields allows
the SafeZone 3 to monitor 4 separate areas
simultaneously thereby controlling several hazardous
points without having to switch between
preconfigured field sets.




SafeZone 3 Safety Laser Scanner

® I O

Device info Diagnostics Device restart
-« Hardware: type code, part «Intrusion history: position
« numbers, serial numbers, and time of the last 10 e Restartthe safety laser
. firmware versions, objectsin a protective field
« functional scopeof that have led to a safety scanner.
device output switching to the Keypad provides access to
+« Configuration: device OFF state. the SafeZone 3 Display
« name, applicationname, «« Message history: error
- checksum, date of last codeand error type of the \" Menu
« configuration, functional last 10 error messages.
. scopge ofthe -+ Service: currentI)(/J . Arrow Buttons 1 and 2
configuration measured contamination Settings allow scrolling through
-« Network: MACid address, of the optics cover, menu.
» |P address, sub-network operating hours, number of
.. Data output: status, power-up processes. Button 3 is Back

- target IP address
Button 4 is OK

e  Set the display brightness
and contrast.

e The menu offers access to the main areas of device information,
diagnostics, device restart and settings




SafeZone 3 Safety Laser Scanner

Bright Multicolor Text Display

B T T eE T Ol T
i |Warning 481/082p [i|Warning
Opktics coveris Use a lens
I nu contaminated. nu ankti-skaki
Clean it! cleaner,

Easy-to-understand displays, providing current status and diagnostic information

e More than 20 different display screens show current information about the safety
laser scanner's status

e The display screen switches off after 60 seconds if all fields are clear and no other

notification is displayed




SafeZone 3 Safety Laser Scanner

4421 AOP and EDS File
SafeZone 3 uses a standard Rockwell AOP with the addition of the Field Set Configuration tab

J Moauile Froperues: ENSIK (34Z2L-5ZNMZLY 1.0U1) X

P Controller SZ3_New
< Controller Tags
Controller Fault Handler
Power-Up Handler
4 Tasks
4 2 MainTask
b L MainProgram
4 (O SafetyTask
b L SafetyProgram

Unscheduled
4 Motion Groups
Ungrouped Axes
b Assets

Y. Logical Model
4 1/0 Configuration
4 B9 1756 Backplane, 1756-A4
[&2 [0] 1756-L73S SZ3_New
§ [1]1756-L7SP SZ3_New:Partner
4 f) [2]1756-EN3TR EN3TR

4 5 Ethernet
f 1756-EN3TR EN3TR
¥ 442L-SZNMZCP/A SZ3_IP13

Module Defined Tags

< SZ3_IP13:SI
<

f}: Controller Organizer E}bloglcal Organizer

General Field Set Configuration
Connection
Safety

Module Info Field set file (.sdp): :\Usersabuser \Documents\Studio 5000 \Projects\SZ3 IP13.sdp

Field Set Configuration
Intemet Protocol

Port Configuration
Network

Launch Field Set Configurator

View and edit the Laser Scanner field set.

Status: Offline

OK

==\

SafeZone 3 EDS File and AOP
can be downloaded from the
Rockwell PCDC site

EDS file provides the
SafeZone 3iconinthel/O
tree

Field Set Configuration tab
in the AOP is the SafeZone 3
programming tool

Double clicking on the
scanner icon launches the
configuration tool


https://compatibility.rockwellautomation.com/pages/search.aspx?crumb=117&q=SafeZone%203%20CIP%20Safety%20Laser%20Scanner

==\

E rthen 'et/lp"
\\

SAFE ZONE 3 LASER SCANNER

Live Demonstration ‘
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Questions?



Studio 5000

Advanced Safety Features with
Kinetix and Powerflex Drives




Integrated safety functions E‘

Non-integrated safety system

Load shaft encoder

o Safety functions for VFDs and motion are
becoming increasingly integrated

— Using drives with controller safety functions
can mean that we can omit electromechanical
components and theirassociated wiring,

— Even safety-relevant signals can be

E l =L B =k transmitted via CIP Safety, reducingthe
_ —_ ) complexity and expense of wiring

T

(_. (S(‘d




Drive control terms

e |EC 61800 Adjustable speed electrical power drive systems
o Part 5-2: Functional safety requirements

= Stopping functions
e Safe Torque Off (STO)
e Safe Stop 1 (SS1)
e Safe Stop 2 (SS2)
o Output Function:
m Safe Brake Control (SBC)

]

INTERNATIONAL
STANDARD

ES:E

e Safety Monitoring Requirements

o

o 0O O O O o o O O O o o

Safe Operating Stop (SOS)
Safely-Limited Speed (SLS)
Safe Speed Monitor (SSM)
Safe Speed Range (SSR)
Safely-Limited Position (SLP)
Safely-Limited Increment (SLI)
Safe Direction (SDI)
Safely-Limited Acceleration (SLA)
Safe Acceleration Range (SAR)
Safely-Limited Torque (SLT)
Safe Torque Range (STR)
Safe Motor Temperature (SMT)
Safe Cam (SCA)




Kinetix® drive or Powerflex® drive

Old Way - Speed and position control system — E‘

e E-stop
e Safe-Limited Speed guard door
e Lock monitor
Illll II I Ill e Enabling switch
e PowerFlex® STO drive
V000 VLOOL
VOVY VOV o
“‘T{ 1 =l lzle )
H Coraod
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E -
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Speed and position control system - Kinetix® 5700 drive E‘

e 5380 Compact GuardLogix controller
e Multifunction access box - CIP

e Enablingswitch Kinetix 5700 (ERS4)

* Kinetix 5500 or 5700 drive P
—  5500-ERS (Hardwire STO) ~ice
— 5500-ERS2 (CIP Safety STO) 1
— 5700-ERS3 (CIP Safety STO) ‘e

— 5700-ERS4 (Integrated Advanced
Safety)

-JE'-: L]

Motion and safety
EtherNet/IP

5.

VP-Series servo motor with
SIL2/PLd safety rated encoder




Speed and position control system
PowerFlex® 755 drive

e 5380 Compact GuardLogix® controller
e  Multifunction access box - CIP
e Enablingswitch
e PowerFlex® 755 drive
— 20-750-S (Hardwire STO)
— 20-750-S3 (CIP Safety STO)

20-750-S4
Integrated Safety
Functions Option Module

Drive Control and

Safety Ethernet/IP

— 20-750-S4 (Integrated Advanced r— R
Safety) \ Bie
e o f
Feedback Options - :
20-750-UFB-1 ;

20-750-DENC-1




Speed and position control system
843ES CIP Safety encoder

e 5380 Compact GuardLogix® controller
e  Multifunction access box - CIP
e Enablingswitch
e 843ES CIP Safety encoder
e PowerFlex 520 Series Drive

— 525 Hardwire STO

— 527 CIP Safety STO
e Ple Safety System

PowerFlex 525
Drive

Standard and Safety
Ethernet/IP




Integrated safety functions @3

e The safety functions within drives and servos
are the certified building blocks for modern
safety systems

— Properlyengineered and validated systems can

provide

e Improved asset utilization like reduced floor
space

o E e Improved machine cycle times
* Increased systemyield

/
Safe Speed
Limit

e Improved operator ergonomics
=y e Reduced repetitive stress injuries
e Pre-certified safety functions reduce the amount
of engineering and testing required

— These capabilities are fundamentally changing the
way that people and machinery can interact, by
leveragingthe strength and diligence of the
machine with the flexibility and intelligence of the
human




Scaling velocity and position feedback to engineering
units

O From Safety Drive Input to Safety Task
Outputs:

o Position in “position unit”

O Speed in “position unit / time”

o Unwind cycles
Outputs used as inputs to the drive safety instructions
Safety home:

O Redefine the axis position

o Define an absolute position safety reference

point

Drive safety instructions: Safe Feedback Scaling (SFX)

SFX

ES:E

SFX_Control_Axis_01
Seconds
5120

512

0.0

AxMod_DO01:SiFeedbackPostiont
5259910«

AxMod_DO01:S|.FeedbackVelocity1
00%

abd  AxMod_DO01:SLPrimaryFeedbackVaid1

&

n Faulted AxMod_D01:SLConnectionFaulted

0@
Axis_01_HomeTrigger

O
Safety_FR_Reset

O
AxMod_D01:S0.SFHomed1
AxMod_D01:S0.SFXFaultt

0375

1540 %

00

1™

O

201 ==

FP

SFH




Drive safety instructions

IEC-61800-5-2 > Adjustable speed electrical power drive systems —
Safety requirements - Functional =« =

$53_Contnl_Asm 01

e
* SFX (Safe Feedback Scaling) T SHLOMLNACTLI IS | o
* SS1 (Safe Stop 1) o e “""‘i’:

S8C_Swrn S$52_Commel_suom_01_Pw Deceefipeed

* SS2 (Safe Stop 2) e parvmocsn 55, o 5 P xS
* SOS (Safe Operating Stop) G

* SLS (Safely-limited Speed) w;:"

* SLP (Safety-limited Position) e
* SDI (Safe Direction)

* SBC (Safe Brake Control with external brake)

$32_Control_Axm 01 _Par Moce
i.
$OC_Blngege Cnd S52_Control_Aws 09 P CreciOoy

S52_Contel_Awm_31_Par SOSStarcetoeed =
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[rtemms |
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*  ONLY in Compact GuardLogix” 5380 and GuardLogix” 5580 controllers

_— 3
oA Comrw asm LK~ -
S B i ATORATC ™
SR " 839_Cumrnl_ian_I5_bur B g
b - LAR_ES - ]
0, Comte i P S5 G Avn_i "
e, e B
1) .

S5 _Comtral_Asm 01
AUTOMATC =
AUTONATC
~ SO _Axw Par Crecilniny R
WK e
LS _Contral_Asis_01_Par Actvel
i
#x Lo LAxn 01
LS _Reguest
‘e
Satety Ft_Seset
-
= peivel_Aom 01 _Par SLSA
i
RS _Comtrat_Ax 1 P S
te
S5 _Contrat_Axm_ 01 Par LS st
i
I~
e




Safe Stop functions

Safe Torque Off

Removes power that can
cause rotation or motion. The
drive will not provide energy

to the motor, which can

generate torque or force.

Safe Stop 1

Initiates and monitors the
motor deceleration rate within
set limits to stop the motor
andinitiate the Safe Torque
Off (STO) function when the
motor speedis below a
specified limit.

ES:E

Safe Stop 2

Initiates and monitors the
motor deceleration rate within
set limits to stop the motor
andinitiates the Safe
Operating Stop function when
the motorspeedis below a
specified limit.




Safe Stop functions

Safe Operating Stop (SOS)

Monitoring
Zone
y

The SOS function helps prevent
the motor from deviatingmore
than a defined amount from
the stopped position. The drive
provides energy tothe motor
to enableit to resist external
forces.

= \—
l

* Can monitor
either position or
speed of motor
while stopped

=Ty

\

Safe Brake Control

Provides a safe output signal to control
an external brake. The SBC functioniis
coordinated with the STO function.




Safe Monitoring functions @3

Safely-limited Speed Safety-limited Position

The SLS function helps The SLP function helps The SDI function helps
prevent the motor from prevent the motorshaft prevent the motor shaft
exceeding the specified from exceeding the from movingin the

speed limit. specified position limit. unintendeddirection.




http://machinesafetysolutions.com/

Safe LimitSpeed

A

o

Safe Speed
Limit

Safe Limited Speed
Request

Access
Granted

%18
Safe Limbed Speed - Safely
ELS ¥ {01 —
RestarTyps ki

7 L AR
CokIStarTyes 7

7y L FE—
ChackDelay ¥

*
dycihrel mil ¥

el
FadbachSFx ¥
Feguest 7

E
Reset 7

*
SLSAcEwe ¥
SLSLimit ¥
SLSFauk 7
FaType 77
DispnaaticCods 7

Safe Limited Speed
Removed

Y
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https://literature.rockwellautomation.com/idc/groups/literature/documents/at/safety-at174_-en-p.pdf
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Safety IO Platforms

ControlLogix®controllers

Chassis-based I/Omodules
+l/O diagnostics for detection of both systemand field-
side failures

*Hectronic keying to

help preventreplacement errors
*Wide range of

modules from high performance to
process control

Compact 5000™ modules

Discretemachine /O modules
*High-performance Compact 5000™ /O modules
for CompactLogix ™ 5380 and ControlLogix® 5580
controllers

*High-density Compact

/O™ for CompactLogix™ 5370 controllers

FLEX™1/O modules,
FLEX 5000™1/0 modules

Processdistributed /O modules
*High-performance FLEX 5000™ /O modules
for CompactLogix ™ 5380

and ControlLogix® 5580 controllers
*High-channel density on a distributed platform

POINT I/O™ modules

Smart machinedistributed I/Omodules

*Low -cost platformwith lower density inputs and outputs
*Compact design makes installation easier

*Machine safety, specialty, and /O-Link options
available

ArmorBlock®1/O modules

On-Machine™ |/Om odules

*IP67 rated modules

*Reduces w iring and panel space

*Quick connect for daisy chaining modules
*Analog, digital, specialty, machine safety, and /O-
Link options available

v

L
=
L nd
=
-
—
-
-




Comparable Safety I/O Density

Relative size compared
I/0 density shown: 48 input + 24 output
All typical hardware included

e Adapter

e Power supply

Using ControlLogix® safety I/O modules
(Bulletin 1756) for remote power supply
may further optimize panel space
requirements.




Key Features at a Glance

Machine focus

* Compact 5000™ /O
modules (Bulletin 5069)

* Optimized footprint fits tight
panels

* Highest performance
platform

» Broadest price range
» Local or distributed usage

Distributed and harsh duty focus

FLEX 5000™ 1/O modules (Bulletin
5094)

Fixed field wiring termination
Hold last state feature

Operating temperature -40...+70 °C (-
40...+158 °F)

Fiber and copper media
Mount horizontal or vertical
Distributed usage only

Integrated Architecture® focus

ControlLogix® 1/0
modules (Bulletin 1756)

Leverage on rack-based
portfolio values

Hold last state feature
Local or distributed usage




|O Considerations @3

_ As used with CIP Safety™ Logix controllers

Distinguishing Compact 5000™ 1/0 POINT I/O™ module  FLEX 5000™ I/O module ControlLogix® /0 module

feature module Bulletin 1734 Bulletin 5094 Bulletin 1756
Bulletin 5069

Max SIL/PL rating SIL 3/PLe SIL 3/PLe SIL 3/PLe SIL 3/PLe

Fixed field wiring No Yes Yes No

terminals

I/O module types DI, DO Al, DI, DO DI, DO, relay DI, DO

available AI+AOQ in future

Channel isolation None None Yes, in analog and relay None

Demand rate Low & High Low & High Low & High Low & High

Controller support 5380/5580 series only 5370/5570 series 5380/5580 series only 5380/5580 series only

5380/5580 series

Key features distinguish each platform, along with user preference




FLEX5000™ |/O modules

ControlLogix® I/O and "
Compact 5000™ |/O modules POINT I/O™ modules

Maximum Safety Reaction Time E‘

16.2 ms input
6.2 ms output

6 ms input
4.5 ms output




ControlLogix 1756 1/0 modules overview

1756 ControlLogix® I/O modules, with CIP Safety™ technology
* New - chassis-based, local /O

« Can also be used as distributed /O via bridging/routing
« New - enhanced reaction time (compared to POINT Guard /O™ modules)

Flexible
« Any ControlLogix® safety /O module can be used in combination with all other standard ControlLogix® /O modules

« Use with Compact GuardLogix® 5380 or GuardLogix® 5580 controllers (Studio 5000® software V32 or newer release
required)
Safety rated:
* Up to SIL 3, PLe Certified Modules
+ Digital input modules: 1756-IB16S — 16 channels (each SIL 3 rated)
+ Sinking input type
» Digital output modules: 1756-OBV8S — 8 channels (each SIL 3 rated)
* New - one module covers both sourcing and bipolar type outputs
* 8 sourcing outputs or 8 bipolar outputs per module, user configurable
* New - Hold last state feature, maintain output on communications loss

High density 1/O platform, for 1756 1/O users

Use to satisfy fail to safe machinery and shutdown applications



CompactLogix 5069 I/0 modules overview

e Supports both single and dual channel .
configuration

e Single channel - Safety CAT 3, in

applications rated up to and including PL

d/SIL 2 with safety pulse test enabled

Dual channels - Safety CAT4, in

application rated up to and including PL

e/SIL 3 with safety pulse test enabled

Diagnostic capability:

— Shortcircuit, muting lamp error, over

& critical temperature, field power
OFF, internal fault, overload
detection with test output

-
-
-
-
-
-
-
E
E
\row

ES:E

Supports bipolar and sourcing type
configuration

Fault of one channel does not shut down

the whole module

— Only the affected group is shut down

— POINTGuard /O™ shuts down
the whole module

Single channel - Safety CAT 4, in applications
rated up to and including PL d/SIL 2 with pulse
test enabled, IEC 60947 for
contactors/actuators

Dual channel - Safety CAT 4, in application
rated up to and including PL e/SIL 3 with
wiring according to EN 13849 and safety pulse
test enabled

Diagnostic capability:

— Shortcircuit, no load (open wire),
overload, over & critical temperature,
field power OFF, dual channel fault
(only sourcing mode)




Flex 5094 1/O modules overview

Safety digital 16 input
SIL 3, PLe, Cat. 4 single channel* . SIL 3, PLe, Cat. 4 single

6 ms safety reaction time*
8 test output: pre-assigned
Testoutput rating: 0.2 A

Overload detectionwith test output *°

#Module SIL Capability. See
more details.
*Conditions apply

sssne i
e

Safety digital 16 output

channel”

4.5 ms safety reaction time*
Output rating: 0.5 A

1.8 A surge current for 150 ms*

Safety mode, safety pulse
mode
(5094-TD001) for

Sessssssnsssnnee
Ssssssssssnssnnsne
Sessssssscsssssne

Safety relay 4 output

SIL 3, PLe, Cat. 4 single
channel?

20 ms safety reaction time*
Output rating:

2 A —4 channel 24V DC/120-
240AC

« 4 A-2channel only — 24V DC

100K cycles @ 2 A resistive
load

Safety mode



https://literature.rockwellautomation.com/idc/groups/literature/documents/td/5094-td001_-en-p.pdf

FLEX 5000™ safety HART 1/O modules

 Analog 4-channel isolated current/voltage/HART safety modules

Features and benefits

4-channel to channel isolated input and output modules
Up to SIL 3, PLe, Cat. 4 single channel
Up to 10 ms safety reaction time
Each channel can be configured as current, voltage or HART individually
HART V7, V6 and V5 support
Current sourcing of isolated loop power
Readback functionality for outputs
Per channel diagnostics with time stamp and protection
New Logix feature — highly integrated HART (HIH)
+ Visible access to HART devices
« HART bus in Studio 5000 Logix Designer® application I/O configuration tree
» Device connection faultstatus representationin I/O tree
» Add andreplace HART devices online

* Integrated device information view

Catalog 5094-IF4IHS
Catalog 5094-IF4IHSXT

) 5094-IF4IHS SAFETY ANALOG 4 INPUT HART ISOLATED. 4 @6 T8I

Catalog 5094-OF4IHS
Catalog 5094-
OF4IHSXT

(XX XX XXX
Ll ]

==\

4 g3 5094- AEN2TR/A AENXX
4 B3 5094 Backplane
&5f [0] 5094- AENZTR/A AENXX
4 i@l [1] 5094-IFBIHXT/A ADAPTER
=z HART
a 150 [2] 5094-OF4IHS/A SafetyAD
4 g5 HART
¥ O HART-Device-110E PT101
¥ 1 HART-Device-110F LVL101
£ 2 HART-Device- 1117 PT102
£9 3 HART-Device-2612 T102
=3 (3] 5094-1B165/A IB16S
4 10 [4] 5084-IFAIHS/A SafetyHart
== HART
& [5] 5084-IRT35/A TCRTD




FLEX 5000™ safety specialty 1/0O modules ES:E

« Safety modules for temperature and frequency measurement

Safety thermocouple/RTD input modules Safety frequency input modules

Features and benefits Features and benefits

* 8-channel RTD/thermocouple safety input Modules » 2-channel Isolated frequency input Modules

* Fourisolated groups of two channels per group. » Supports AC and DC signal frequency measurements
« 2-wire, 3-wire and 4 wire RTD mode * Supports frequency, acceleration, and direction

* Thermocouple with built-in per channel CJC * Supports up to 50KHz input measurement.

+ UptoSIL 3, PLe, Cat. 4 single channel + UptoSIL 3, PLe, Cat. 4 single channel

* Up to 10 ms safety reaction time * Up to 10 ms safety reaction time

Catalog 5094-IRT8S Catalog 5094-121S

Seecsscee




New online module diagnostics

* NEW tags within each Add-on Profile
* Individual tags per channel

* No messaging needed!

N Modute Properties: Locak:2 (175618165 1.001)
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Figure 6 - Point Diagnostics

Input Pednts
ot Delay Timed
Paet Paet Mode Test Soucy | r Dagrostcs
08>0n | On
00 | Safety { Nore 0 my
—_— $ i
01 |t Uses { hiome 0 ms
02 Jhict Used | Nore 0 ms
03 N Usea :u,n 40 ' -
04 0ot Uses | Nore 0m 0 m
04 06t Unea 1 Noew 10 0
X | —
06 Jtax Useo | Hore 0 ms 0
—_— -4 -
07 |t Uses | Nore 0 ¢
08 |1t Uses i'drq 0™~
09 |0t Uses | tiore 10 ™
e |
10 |t Usea | Nore 10 ™
11 M Uses tere 0™
12 |0t Uses [tore 10 ™
13 |t Lo ) 0m
—_— —1
W Usen | tere Omm
—— ;|
15 0 Usen lare 0

P00 Déagnostics
Foult Exists:
Data LFgertmn
i Posssie
Field Power On

Frakd Powar OFF

Shart Onowt ook

Fault Timestamg for Short Orosl Feall:

Trbwrral Faul

Faull Temasiamg for Inlbmal Faul

] Chvit TisrugsiraEard gl

Fault Temestarmg fad Ovii Tamgeistne

Oriticad Temperstune Faalt

Fault Temesiamg for Criual Temperstors Fault

o]

==\

18- 13- X0 -1 500000 1 _ 128 _IR00UTC-05:00])

Yes
[ -]

Frosend

FOES=11= 0= 19:0000L P33 _ 108 _JIMNUTC-03:00])

L L B

; g




New tags added to accompany diagnostics

In ControlLogix®, Compact 5000™ and FLEX 5000™ safety I/O modules

| 4 Channeid_T7132)

| 1

Channed)_7]321.0
Channedd_T]22].1
Channel(_7]32].2
Channel0_7]32].3
Channel)_T]32].4
Channed0_T]32).5
Channed)_7]32).6
Channed0_7]32].7

O o O = O O 92— O

Decimal SINT
Decimal BCOL
Decimal BOOL

Decimal

Shert Crauit Fault:

Fauit Tmes tamp flor Shart Crout Fadii:

Internal Faudt

Fait Tires tamp for Eevieresl Fault:

Ovver Tempeerature Faults

Fait Trestamg for Ovver Temperabure Faut:

Criscal Temperature Fault:
Fauit Tirestamp for Criscal Temperature Fauit

SRR

1958-05-20-1911

§fis

E &

Assembly instances to access datashownin

the popup window
Example: Catalog 1756-IB16S

Instancefor input channels 0-7

Instanceforinput channels 8-15
(notshown)

Instancefortest outputchannels 0-7
(notshown)

Message Configurstion - ChannelDiag
Corfaperabon  Commurscation  Tag

Message Type CiP Garwsnc a

SErine e
T, |Gt Attribute Sngle

Class: | 4 X} pessnaben Chanmel)_7[0]
Instance: | 7a5 Attribute: | 3 (Hewy DEmERL Top

\



Questions?




Studio 5000
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Integrated Machine Safety Demonstration
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Task: Provide feedback on survey being
sent out based on today's content and
training

4



